AnmuHuctpuposaHue - 3.2 Gitlab CI/CD

YcTtaHoBKa gitlab-runner

YcTaHoBKa peno3mTopus 1 naketa ua Hero:

curl -L https://packages.gitlab.com/install/repositories/runner/gitlab-runner/script.rpm.sh | sudo
bash

yum -y install gitlab-runner

Perunctpauus npoekra:

gitlab-ci-multi-runner register

Pa3BepTbiBaHMe npunoxeHunn B Knactep Kubernetes

KoHnBeep (pipeline) coctont n3 natn waros (stage):

1. Cbopka obpasa docker ns Dockerfile, nexauwero B kopHe npoekTa B Git

build:
stage: build
script:
— docker build -t $CI_REGISTRY/S$SCI_PROJECT_NAMESPACE/SCI_PROJECT_NAME:SCI_COMMIT_REF_SLUG.
SCI_PIPELINE_ID

2. TecThl
test:
stage: test
variables:
GIT_STRATEGY: none
script:
- docker-compose up -—-abort-on-container-exit --exit-code-from app --quiet-pull

3. O4ncTKa OKpYXXEHUS Nnocne TecToB

cleanup:
stage: cleanup
variables:
GIT_STRATEGY: none
script:
— docker—-compose down
when: always

4. 3arpyska (push) B docker registry

push:
stage: push
variables:
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GIT_STRATEGY: none
before_script:
— docker login -u gitlab-ci-token -p $CI_BUILD_TOKEN S$CI_REGISTRY
script:
— docker push S$CI_REGISTRY/$CI_PROJECT_NAMESPACE/S$CI_PROJECT_NAME:S$CI_COMMIT_REF_SLUG.SCI_
PIPELINE_ID
only:
— master

5. PasBepTbiBaHue (deploy) B paboyee okpyxeHue (production)

deploy_prod:
stage: deploy
environment :
name: production
url: https://exmple.slurm.io
script:
— docker run
——rm
-v $PWD/.helm:/.helm
-e "K8S_API_URL=$K8S_API_URL"
—e "K8S_CI_TOKEN=$K8S_CI_TOKEN_PROD"
—e "CI_PROJECT_PATH_SLUG=$CI_PROJECT_PATH_SLUG"
—e "CI_ENVIRONMENT_NAME=$CI_ENVIRONMENT_NAME"
—e "CI_REGISTRY=$CI_REGISTRY"
—e "CI_PROJECT_NAMESPACE=$CI_PROJECT_NAMESPACE"
—-e "CI_PROJECT_NAME=S$CI_PROJECT_NAME"
-e "CI_COMMIT_REF_SLUG=$CI_COMMIT_REF_SLUG"
-e "CI_PIPELINE_ID=$CI_PIPELINE_ID"
centosadmin/kubernetes-helm:v2.9
/bin/sh -c
'kubectl config set-cluster k8s —--insecure-skip-tls-verify=true —--server="S$K8S_API_URL"

&&
kubectl config set-credentials ci —--token="$K8S_CI_TOKEN" &&
kubectl config set-context ci --cluster=k8s --user=ci &&
kubectl config use-context ci &&
helm init --client-only &é&
helm upgrade —--install "$CI_PROJECT_PATH_SLUG" .helm
——set image="$CI_REGISTRY/$CI_PROJECT_NAMESPACE/$CI_PROJECT_NAME"
-—-set imageTag="S$CI_COMMIT_REF_SLUG.$CI_PIPELINE_ID"
—-f .helm/values.prod.yaml
-—wait
—-—timeout 240
—-—debug
——namespace "$CI_PROJECT_PATH_SLUG-S$CI_ENVIRONMENT_NAME"
——tiller-namespace="$CI_PROJECT_PATH_SLUG-$CI_ENVIRONMENT_NAME" | |
(helm history —--max 2 —--tiller-namespace="$CI_PROJECT_PATH_SLUG-S$CI_ENVIRONMENT_NAME" "S$
CI_PROJECT_PATH_SLUG" | head -n 2 | tail -n 1 | awk "{print \$1}" | xargs helm rollback —--till
er—-namespace="$CI_PROJECT_PATH_SLUG-$CI_ENVIRONMENT_NAME" "$CI_PROJECT_PATH_SLUG" && exit 1)'
only:

- master

OnucaHue waros

1. build

Ha naHHOM aTane BbINONHSAETCS eanMHCcTBeHHas komaHaa (docker build -t <IMAGE_NAME>)
Camo <IMAGE_NAME> coctaBnseTtcs n3 BCTpoeHHbIx B Gitlab nepemeHHbix:

¢ $CI_REGISTRY - agpec Gitlab Docker Registry ons naHHoro npoekta

¢ $CI_PROJECT_NAMESPACE - nms rpynnbl npoekta
¢ $CI_PROJECT_NAME - umsi camoro npoekTta
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e $CI_COMMIT_REF_SLUG - nms BETKM nnu Tara, HanucaHHoe ManeHbKnmMm bykBamu, CokpalleHHoe fo 63 6ainT, B KOTOPOM
BCE CUMBOJIbI, KpoMe 0-9 1 a-z, 3aMeHeHbl Ha -
¢ $CI_PIPELINE_ID - yHvkanbHbili ID Tekywero pipeline

Ha Bbixofe Mbl noNy4uM, Hanpumep, Takoe nMs obpasa (image): registry.slurm.io/slurm.io/example:master.45286

2. test

Ha paHHOM ware Mbl NOAHMMAaEM TECTOBOE OKpyXeHue B docker-compose v ¢ nomouwpbto kKoyeii --abort-on-container-exit
--exit-code-from app ykasbiBaem eMy, 4TO Mbl XOTUM CeAnNTb TONbKO 3a KOAOM 3aBepleHnst KOHTeHepa C MeHeM app, U B
COOTBETCTBMU C 3TUM KOJOM 3aBepLIEHUNs oLeHmBaTb ycnex pipeline.

Conepxunmoe tpainna docker-compose.yml MoXeT 6bITb TakuM:

version: '2.1"
services:
app:
image: ${CI_REGISTRY}/${CI_PROJECT_NAMESPACE}/${CI_PROJECT_NAME}:${CI_COMMIT_REF_SLUG}.${CI_PI
PELINE_ID}
environment:

DB_HOST: db

DB_PORT: 5432

DB_USER: postgres

DB_PASSWORD: postgres

DB_NAME: test

DB_WAIT_TIMEOUT: 60

SELENIUM_HOST: selenium

SELENIUM_PORT: 4444

RAILS_ENV: test

RAILS_LOG_TO_STDOUT: 1
command: /bin/bash -c 'bundle exec rake db:migrate && bundle exec rspec spec'
depends_on:

db:

condition: service_healthy

db:
image: postgres:9.6
environment:
POSTGRES_PASSWORD: postgres
POSTGRES_DB: test
healthcheck:
test: ["CMD", "pg_isready", "-U", "postgres"]
interval: 1s
timeout: 1s
retries: 60
logging:
driver: none

selenium:
image: selenium/standalone-chrome-debug

logging:
driver: none

MosicHeHus:
* yms obpasa 415 pa3BopayMBaHns KOHTENHepa C NPUIOXEHNEM COCTaBNSETCS U3 TEX Xe NepeMeHHbIX, YTO 1 npu cOopke;

® ONnd oXnoaHusa 3anycka 6asbl OaHHbIX nepen 3anyCkoM CaMoro npunoXxeHnsa ncnonb3yeTcsa KOHCTPYKLUNA

depends_on:
db:
condition: service_healthy

, a B onucanun b1 ecTtb healthcheck

01.08.2018 3/8



healthcheck:
test: ["CMD", "pg_isready", "-U", "postgres"]
interval: 1s
timeout: 1s
retries: 60

Takum 06pa3om, NprnoxeHue He ByaeT 3anyleHo, noka He NoAHUMETCS nHeTaHe B,
® OTK/OYEH BbiBOA NnoroB y B0 n Selenium, nns Toro, 4tobbl OHM He 3acopsanu BuiBog Cl. 9To cenaHo ¢ NOMOLLbIO
KOHCTpYKLMU

logging:

driver: none

B octanbHOM 370 CTaHOAPTHbI compose-goawin.

3. cleanup

Ha atom ware 3anyckaeTcs komaHaa, koTopas nocne 3aBeplleHns TECTOB racut okpyxeHue docker-compose. [ns Toro, 4tobbl
LaHHbI 9Tan BbINONMHANCS BCeraa (Laxe ecnv npeibloylumin 3aBeplunics ¢ owmbkoi), UCnonb3yeTcs cneayowas KOHCTPYKLUS B
Gpaiine gitlab-ci

when: always

4. push

3necb Mbl cHavana norvHumest B docker registry rutnaba ans naHHoOro npoekTa:

- docker login -u gitlab-ci-token -p $CI_BUILD_TOKEN S$CI_REGISTRY

, PN 3TOM BCE MCMONb3yeMble NEPEMEHHbIE CTaHAaPTHbIE (BCTPOEHHbIE). He TpebyeTcs LONONHWTENBHO CO3aaBaTh KOUM
noctyna v sblgasatb Cl npaea Ha nyuw.

Mcnonb3oBaHue cekpetoB Kubernetes ans npunoxeHumn

Maponu 1 npoyyto sensitive data, KOTopble HENb3S1 XPaHUTb B PEMNO3NTOPUN, OEPXUM B cekpeTrax Kubernetes. Vix 3HaveHns BynyT
nepenaHbl KOHTENHEPY C MPUNOXEHNEM B MEPEMEHHbIX OKPYXEHUS C MOMOLLbIO BOT TaKol KOHCTPYKLMMN B ONNCaHNN KOHTelHepa (B
aiine .helm/templates/deploy.yml):

— name: LOGIN_PASSWORD
valueFrom:
secretKeyRef:
key: login-password
name: slurmio

, T. €. "cekpeTe" slurmio mbl nwem 3HaveHue knoya login-password.
Cospnaertcs secret Takum 06pasom:

kubectl create secret generic slurmio \
——from-literal secret-key-base=‘XXX"' \
——from-literal db-password=‘XXX’ \
——from-literal db-user=‘XXX’ \
——from-literal login-password=‘xxx’ \
——from-literal login-sms=‘xxx’ \
——-namespace slurm-io-production

Mocne co3paHns MOXHO npoBepuTb, 4TO 3HA4YeHNEe XPaHUTCA BEepHO 1 Tyada He nonann nuiHune CUMBO/bI -- HAanpuMmep, KaBbl4KK:
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kubectl get secret --namespace=slurm-io-production slurmio -o jsonpath='{.data.db-password}' | bas
e64 —-d

5. deploy
Adoctyn K kube-API yepes ingress

Ecnu gitlab-runner 3anywieH BHe nokanbHOW ceTu knactepa, MoxeT notTpeboBaTbcs OTKPbITh foCTyN K kube-API ¢ nomobio
ingress. B 9TOM MHrpecce MOXHO paspewunTb AOCTYN TOMbKO ¢ IP rutnab paHHepa:

apiVersion: extensions/vlbetal
kind: Ingress

metadata:
annotations:
nginx.ingress.kubernetes.io/proxy—-send-timeout: "300"
nginx.ingress.kubernetes.io/proxy-read-timeout: "300"
nginx.ingress.kubernetes.io/whitelist-source-range: 1.1.1.1/32,2.2.2.2/32
nginx.ingress.kubernetes.io/secure-backends: "true"
labels:

app: kube-api
name: kube-api
spec:
rules:
- host: k8s.slurm.io
http:
paths:
- backend:
serviceName: kubernetes
servicePort: 443
path: /
tls:
- hosts:
- k8s.slurm.io
secretName: k8s-slurm-io-tls

Kpome Toro, B cnyyae, ecnv Mbl BbinucbiBaeM cepTudovkartsl ot LE yepes cert-manager, Hano 6yneT cosnatb ceptudpukar
BPYYHY!0, 4TO6bI Cert-manager co3fasan Ans Hero CBOW OTAENbHbIA UHFPECC; MO YMONYaHUio OH fo6aBnseT NOKENIEH B UHrpece
BbILE W, TAK KaK TaM CTOWUT OrpaHuyeHne no agpecam, NpoBepka LOMeHa He NpoXoanT

apiVersion: certmanager.k8s.io/vlalphal
kind: Certificate
metadata:
annotations:
name: k8s-slurm-io-tls
spec:
acme:
config:
- domains:
- k8s.slurm.io
httpOl:
ingress: ""
ingressClass: nginx
commonName: k8s.slurm.io
dnsNames :
- k8s.slurm.io
issuerRef:
kind: ClusterIssuer
name: letsencrypt
secretName: k8s-slurm-io-tls
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Hoctyn k8s K registry. Namespace u secret.

Ham cnepyet obecneuntb goctyn kubernetes k docker-registry Mmtnaba (ans Toro, 4Tobbl OH MOr ckaymBaTtb 0TTyna obpasbl). [ns
aToro TpebyeTcsi cosnath B Gitlab naponb foctyna K registry, a B kubernetes -- npocTpaHcTBO UMEH (namespace) C UMEeHEM
$CI_PROJECT_PATH_SLUG-$CI_ENVIRONMENT_NAME (B cnyyae co slurm.io ato "slurm-io-production”), n B atom
namespace Hy>XHO Co3aaTb CEKpPeTbl C NaponsMu.

Maponb ang goctyna Kk registry cozpaetcs B Gitlab, kak API TokeH ¢ npasamu read-registry (Deploy Tokens):
https://gitlab.slurm.io/slurm.io/example/settings/repository. Ha Bbixoae nony4aem username / password, KOTOpble NOACTaBSEM B
--docker-username v --docker-password B cnegytowem nyHKTe.

Cospnanum cekpeT C NaponsiMu JOCTyna K registry (MOACTaBsieM Ha MECTe NepeMEHHbIX UX 3HAYEHNS):

kubectl create secret docker-registry <$CI_PROJECT_PATH_SLUG>-gitlab-registry \
——docker—-username 'USER' \
——docker-password 'PASSWORD' \
——docker-server <S$SCI_REGISTRY> \
——docker-email 'admin@slurm.io'
——namespace <$CI_PROJECT_PATH_SLUG-$CI_ENVIRONMENT NAME>

YkasbiBaeM cosgaHHbii imagePullSecret B onucanun gennorimeHTa:

imagePullSecrets:

- name: <S$CI_PROJECT_PATH_SLUG>-gitlab-registry

3atem cosnaem nonb3osatens B Kybe ans Cl:

Mo>XHO BOCMO/b30BaTbCS BOT TAKMM CKPUNTOM:
https://github.com/centosadmin/slurm/blob/master/practice/ci-cd/setup.sh

® B HaiiMcnaiice HaNpUMep USers co34aeM serviceaccount (3aMeHsieM NepeMeHHbIe U3 3HaYeHusMun!)

kubectl create serviceaccount —--namespace <$CI_PROJECT_PATH_SLUG-$CI_ENVIRONMENT_NAME> <$CI_PROJEC
T_PATH_SLUG-$CI_ENVIRONMENT_NAME>

e Cospaem ponb

cat << EOF | kubectl create —--namespace <S$CI_PROJECT_PATH_SLUG-$CI_ENVIRONMENT_NAME> -f -
apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: <$SCI_PROJECT_PATH_SLUG-$CI_ENVIRONMENT_NAME>
rules:
- apiGroups: ["", "extensions", "apps", "certmanager.k8s.io"]
resources: ["*"]
verbs: ["*"]
EOF

¢ [Nocne 3T0ro B HaiMCNalice Halwero npoekTa cosnaem rolebinding (He 3abbiBaeM 0 NepeMeHHbIx!)

kubectl create rolebinding —-namespace <$CI_PROJECT_PATH_SLUG-$CI_ENVIRONMENT_NAME> \
—-—-serviceaccount <$CI_PROJECT_PATH_SLUG-$CI_ENVIRONMENT_NAME>:<$SCI_PROJECT_PATH_SLUG-$CI_ENVIRONME
NT_NAME> \

——-role <$CI_PROJECT_PATH_SLUG-$CI_ENVIRONMENT_NAME> \

<$SCI_PROJECT_PATH_SLUG-S$CI_ENVIRONMENT_NAME>
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https://gitlab.slurm.io/slurm.io/example/settings/repository
https://github.com/centosadmin/slurm/blob/master/practice/ci-cd/setup.sh

e [lanee nonyyaem TOKEH OT Halero serviceaccount

kubectl get secret ——namespace <$CI_PROJECT_PATH_SLUG-$CI_ENVIRONMENT_NAME> \

<$CI_PROJECT_PATH_SLUG-$CI_ENVIRONMENT_NAME>-<TAB> -0 jsonpath='{.data.token}' | base64 -d ; echo

e Konupyem v cozaaem B npoekTe B Gitlab nepemenHyio K8S_CI_TOKEN co 3Ha4eHnem aToro TokeHa.
Janee HenocpeOcTBEHHO NepexoamM K onucaHmio npouecca gennos 3 Cl.
Jns ocywecTsneHns camoro nennos ucnonbayetca komaHaa helm upgrade.

Mbl 3anyckaem obpas centosadmin/kubernetes-helm:v2.9, B koTopoM yxe yctaHoBneHbl kubectl n helm.
B HeM BbINONHSIEM CTaHAAPTHYIO HAacTpoiky Aoctyna k Kube-API.

kubectl config set-cluster k8s —-—-insecure-skip-tls-verify=true —--server=$K8S_API_URL &&
kubectl config set-credentials ci --token=$K8S_CI_TOKEN &&

kubectl config set-context ci —--cluster=k8s —--user=ci &&

kubectl config use-context ci

W nanee 3anyckaem 06HOBNEHWE NPUIOXEHNS

helm upgrade —--install $CI_PROJECT_PATH_SLUG .helm
——set image=$CI_REGISTRY/S$CI_PROJECT_NAMESPACE/S$CI_PROJECT_NAME
--set imageTag=S$CI_COMMIT_REF_SLUG.S$CI_PIPELINE_ID
-—wait
-—timeout 180
——debug
——-namespace $CI_PROJECT_PATH_SLUG-$CI_ENVIRONMENT_NAME
——-tiller-namespace=$CI_PROJECT_PATH_SLUG-S$SCI_ENVIRONMENT_NAME

TyT Mbl nogMeHsieM NepemMeHHble image 1 imageTag Ha COMMXEHHbI B 9TOM nannnaiHe nManx.

N xpem (--wait) 180 cekyHa (--timeout) noka B kybepHeTuce He 3anycTsTCs Bce 00beKkThl (Moabl CTaHyT ready, CepBUCHI
co3JanyTcsa u T.4.)

--tiller-namespace Hy>eH Tak Kak Mbl X0TUM obpalatbcs K KoHKpeTHoMy Tiller, KOTOPbIA Mbl YCTaHOBWAM B HaMcNalice
NPUNOXEHWS.

B cny4ae ecnum B Te4eHnn timeout NPUNOXEeHNA Tak N He CMOIrnm 3anyCTUTbCA, helm upgrade BO3BpallaeT HEHYNEBOM KO
3asepueHuna n cpa6aTb|BaeT KOMaHna otkara.

|| (helm history —-max 2 —--tiller-namespace=$CI_PROJECT_PATH_SLUG-$CI_ENVIRONMENT_NAME $CI_PROJECT

_PATH_SLUG | head -n 2 | tail -n 1 | awk "{print \$1}" | xargs helm rollback --tiller-namespace=$C
I_PROJECT_PATH_SLUG-$CI_ENVIRONMENT_NAME S$CI_PROJECT_PATH_SLUG && exit 1)

OHa cocTouT 13 ABYX YacTell, Tak Kak cHayana Ham Hy>HO MoNy4YnTb BEPCUIO NpeLblaylieli pEBU3NK, @ 3aTeM 0TKaTUTb Lennol Ha
Hee.

Helm vaprt

Cam yapT ANst NPUNoXeHUs HaxoauTCs B AMPeKTopun .helm penosnTopus npoekTa.
B HeM conepxatcs TeMNNaiThl AN co3naHus AennoimMeHTa, AennoiimerTa sidekig, cepsuca, cepTugomukaTa v MHrpeccoB (OAVH B
www, BTOpoi 6e3 Www, A5l OCYLLECTBNEeHUS peanpekTa WWw - > N0 WWW)

MognaepxumBaemble napameTpbl 411 KOHUrypaumm:
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image: ampec pemxuctpu (6ymeT B moboM crnyuae HnepeomnpeneneHa B CI)
imageTag: Tar uManmxa (Taxk Xe OyneT nepeonpeneneH B CI)
imagePullSecret: pmauHBlEe Oud Oyna uUManxed (HYXHO CO30AaTh BPYUHYIO B KIAaCTepe Iepel LeIiloeM)

env:
NAME: value mofoe KOIHUECTBO IIePEeMEeHHEIX C MX 3HaueHHdMH 10 OOHOMY Ha CTPOuky (6ymoyT noOaBIIeHH
B OEMNIOHNMEHT)

# This variables is taken from secret
# Value is secret name where variable value can be found
# Key in secret equals lowercased variable name with "_" replaced by "-"
# The secret should be created manually
envSecret:
NAME: secret—-name CM. OIIKMCAaHHEe BhHIIE

# Resources for app. Limits is the maximum number of resources that app cas use.
# And requests is resources that will be granted to the app at start time.
app:

replicas: 2

resources:
limits:
cpu: 200m
memory: 256Mi
requests:
cpu: 200m
memory: 256Mi
sidekiqg:

replicas: 2

resources:
limits:
cpu: 200m
memory: 256Mi
requests:
cpu: 200m

memory: 256Mi

service:

port: 80 IIOPT Ha KOTOPOM ClyllaeT NpHIOXeHHe (6ymeT mobaBlIeH B IOENIOHMEHT, CEPBHUC H HHIPecc)
ingress:

host: domain.com XOCT MNPHUIOXeHud (6ynyT cCcos3maHbel HHIpecch domain.com www.domain.com u Ha BTH UM

eHa OymeT nonyueH LE ceptuduxkar)
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